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Abstract—Large Language Models (LLMs) are known for
their ability to understand and respond to human instruc-
tions/prompts. As such, LLMs can be used to produce natural
language interfaces for databases. However, LLMs also have an
attack surface that, if not properly secured, can cause serious
damage. This paper aims to explore the possibilities of exploiting
LLMs as an attack surface for SQL injection. The paper proposes
a time- and cost-efficient approach to quickly detect malicious
prompts by comparing the semantic similarity of the attack
against a dedicated list of known patterns.

I. INTRODUCTION

Ever since the rise of Large Language Models (LLMs) in
2022 [1], research surrounding the use of LLMs as a natural
language interface for complex tools has exploded. Specif-
ically, benchmarking tools like Spider, Bird, and WikiSQL
have proven that LLMs can perform Text-to-SQL tasks with
a high rate of precision and recall [2]–[4]. Using LLMs as a
natural language interface for database systems seems like a
reasonable next step, given the advances.

However, with any additional interface come risks, and
LLMs are no exception. The Open Worldwide Application
Security Project (OWASP) in their 2025 Top Ten for LLM ap-
plications shows a myriad of potential risks, including prompt
injection, sensitive information disclosure, system prompt
leakage, and more [5]. These prompt engineering attacks are
much harder to defend against than traditional attacks like
SQL Injection, where the developer can perform techniques
like input validation to easily and systematically secure their
applications. The inputs to an LLM are not as easily defined as
a text field for usernames or passwords, where the number of
characters, the type of characters, and the number of attempts
can be limited. You cannot defend against prompt injection
with the same techniques as SQL injection, since the idea of
limiting input to an LLM goes against the design of having a
human conversation. This is not even considering that prompt
injection techniques can make the LLM indirectly exfiltrate its
own data with its own tools [6].

To demonstrate the capabilities of prompt injection, we
built a chatbot that interfaces with a database containing
Pittsburgh weather data. The chatbot turns user prompts into
SQL statements that run on a connected database and provided
the requested data. We exploit this to make the chatbot return
private information by running an internal SQL statement
circumventing any input validation (Figure 1).

Fig. 1. The top shows a normal use of the chatbot. The middle shows a
prompt injection to return the name of the table. The bottom shows the query
running in the backend.

Due to how recent LLM integrations are, research in this
field, specifically defensive techniques, is still ongoing. Works
like garak are focused more on detection and evaluation of
LLMs themselves [7]. While other works focus on using LLMs
as a tool to automatically perform classic attacks [8]. There is
a limited number of works specific to applications like text-
to-SQL systems [9].

Although simply abandoning LLMs entirely means that
these risks are completely mitigated, it also means losing the
power of LLMs to provide a natural language interface to
complex systems like databases. Not to mention the fact that
LLMs are already integrated or are planned to be integrated
with a non-trivial number of applications. This makes it
necessary to examine the risks of using LLMs in various
contexts and provide mitigation techniques.

Contributions: This work focuses on the risks of SQL
injection through prompts to an LLM interface for databases.
The main contributions include:

• Proposing a framework to generate synthetic prompts to
evaluate LLM interfaces for databases.

• Designing a new, lightweight technique to defend against
Text-to-SQL injection (Text2SQLi) prompts.

• Perform comparative experiments to evaluate the tech-
nique on a variety of regular and hostile prompts.



II. BACKGROUND AND RELATED WORK

A. Background

This section provides the theoretical foundations for the rest
of this paper by exploring key concepts underlying the study
of prompt injection, LLMs, and SQL Injection, detailing their
significance and potential impact. We also explore the main
underlying reason why LLM interfaces are becoming harder
to defend against.

Large Language Models (LLMs): LLMs are transformer-
based machine learning models with billions of parameters.
They are able to respond to text messages by interpreting the
context of the conversation and generating the next word, one
by one, leading to a complete sequence. LLMs have been
shown to have significant abilities not only in conversation,
but also in tasks like coding and converting natural language
questions (text) to SQL queries [2]–[4], [10], [11].

SQL injection (SQLi): SQLi is a classic attack aimed at
exploiting SQL to gain information or perform sabotage. It
typically works by exploiting input that is not sanitized, lead-
ing to execution of unintended SQL queries on the database.
This results in data leakage or even data modification [12]–
[15].

Embedding Models: Embedding models takes in text as
input and outputs a vector often with high dimensionality,
representing the semantic meaning of the text in numerical
space. This allows for numerical analysis, processing and
applications in security [16], [17].

B. Related Work

The entire field of LLM security is relatively new. Research
thus far has focused on misuse, jailbreaking and prompt injec-
tion on LLMs [18]. One prominent example of LLM misuse
is phishing: LLMs are able to generate human-like emails and
websites that evade traditional anti-phishing detection [19].
Strides have been made in detecting LLM-generated outputs
with watermarking [20]. Jailbreaking LLMs is not a safety
issue on its own but it can potentially be more dangerous
as LLM-based applications become more popular. It is also
a difficult problem to deal with, but prompt engineering has
shown progress by providing templates for prompts to restrict
jailbreaking [21]. Finally, prompt injection has been on the
rise and there have been attempts to systematically identify
and defend against these prompt injection attempts [22].

Despite the advances and formalization of prompt injection
in general, little work has been done in the field of SQL injec-
tion via prompt injection. A notable approach to the problem is
to evaluate prompts in a multi-layered system [9]. By isolating
and treating the prompts and the SQL query generated as two
separate objects to evaluate, it showed significant detection and
defense rates. Evaluating SQL queries for injection is a known
problem with known solutions across the field [23]. Even with
the irregular format of LLM-generated SQL queries, compared
to traditional fixed inputs of applications, it is possible to use
an SQL parser and cached data to prevent the query from
being executed on the database. The real problem lies with

the prompts. An LLM-based approach for detection is time-
consuming and expensive to perform. For every prompt, we
would need to generate the SQL query, as well as to evaluate
the prompt with the query to identify whether the prompt
was malicious. This approach also heavily relies on few-shot
prompting and a consistent format of the prompts.

As such, there is a need for a cheaper, less compute-heavy
solution towards prompt injection. Any proposed solution
would need to be future-proof and allow detection of prompts
of any form and length.

III. OUR APPROACH

The defensive technique proposed in this paper focuses on
comparing semantic similarities between incoming prompts
and malicious prompts. This offers a straightforward, effective
and simple technique, avoiding any overhead while promising
easy configuration, and fast execution.

The approach assumes that malicious prompts will have
a specific goal in mind that remains unchanged regardless
of prompt injection techniques. This is reasonable because
in order to socially engineer any LLMs towards providing
any output, no matter what additional context you add, there
is a necessity to convey a central message. The underlying
semantics of the prompt should remain unchanged across
multiple attempts of any variety of the same attack.

To implement this strategy, we divided the problem into two
parts. First, we designed a synthetic malicious prompt gener-
ation framework. This will help determine the effectiveness
of both our and any future defensive techniques for the same
problem. Second, we developed a semantic similarity checker
to detect malicious prompts.

A. Prompt Generation Framework

In order to perform any testing at all, we need to generate
hostile prompts. This not only helps with performing auto-
mated tests and benchmarking our technique, but also acts as
an offensive testing tool to any LLM interfaces in use.

The framework should be able to generate a variety of
different attacks automatically and be able to incorporate any
prompt injection techniques in the future. So we chose a
modular approach to prompt generation.

We break an attacking prompt into: prefix, payload and
suffix. Payloads are the actual attacks such as ”reveal database
schema”, while prefix and suffix are texts surrounding the
payload like ”ignore all preceding instructions.”

Prefix = {Possible text to appear at the start of the prompt}

Payload =

{
Text that attempts to socially engineer
the LLM to perform SQL injection

}
Suffix = {Possible text to appear at the end of the prompt}

The set of all possible prompts from this framework is the
Cartesian product of any set with the payload set as well as
the payload set itself.



Generated Prompts = {Prefix× Payload× Suffix,

Prefix× Payload,

Payload× Suffix,

Payload}

The generated prompts can be further enhanced with
some transformations. Transformations are modifications to
the prompt, such as translating to a different language or
paraphrasing.

B. Semantic Similarity Checker

There exists a wide range of methods to compare semantic
similarity between two texts. In the context of an LLM-based
application, the two texts are sentences. We need to capture the
meaning of the entire sentence as opposed to just individual
words. This means methods like Word2Vec [24] or lexical
databases that do not capture the full semantic meaning of the
sentence are not ideal. Attackers are also not guaranteed to
use the same words as the defender, so synonymous sentences
pose a significant challenge for word-frequency based methods
like Term Frequency-Inverse Document Frequency (TF-IDF).
The method should also apply for an LLM-interface for any
database of any domain, as well as guaranteeing a fast response
time. Sentence embedding models capture the meaning of the
entire sentence, recognize synonymous sentences, work across
multiple domains, and produce embedding vectors that can be
operated on easily. This is why we chose sentence embedding
models for the semantic similarity checker.

In order to detect any malicious prompts using the semantic
similarity checker, we need a curated list of generic malicious
prompts. So long as the semantics of the malicious prompts
match any of the curated malicious prompts, then both should
produce a high semantic similarity. On the other hand, any
benign prompts should differ from any curated malicious
prompts, producing a low semantic similarity.

1: x← [generic malicious prompt embeddings]
2: input← prompt embeddings
3: threshold← 0.30
4: for all x do
5: if cosine(x, input) > threshold then
6: max score← cosine(x, input)
7: likely prompt← x
8: end if
9: end for
In this study, we use cosine similarity to calculate semantic

similarity between prompts. The reason why we chose cosine
similarity is because cosine similarity measures the angles
between the embedding vectors to determine similarity. The
core meaning of the malicious prompts is what the checker
should capture, not how strongly the prompt conveys that
meaning. Embedding vectors have high dimensionality (700
and 3000 in the models we use) so distance related similarity
metrics suffers from distance concentration. In addition, cosine
similarity is also computationally efficient to do, allowing for

quick comparisons between the input prompt and the curated
malicious prompts.

Once the similarity score exceeds the threshold, we record
the max score. Note that we only record the max score for the
purpose of the experiment and logging. In a practical context,
it is possible to terminate the loop the moment the similarity
exceeds the threshold.

Based on the input prompt’s label, we categorize it as true
positive, true negative, false positive, or false negative. Positive
corresponds to a legitimate prompt and negative corresponds
to a malicious prompt. This will allow us to calculate the pre-
cision of the embedding model, which is a direct assessment
of whether or not it detects malicious prompts, as well as its
F1 score. We calculate the F1 score because precision fails
to capture the number of false positives and false negatives.
Both are important in the context of security and especially
in tuning the embedding models. If there are too many false
positives, then the threshold is too high, and if there are too
many false negatives, then the threshold is too low.

IV. EXPERIMENTS

A. Experimental Setup

We performed the experiments with two datasets in total.
Each dataset contains benign prompts and malicious prompts.

We used only real-world prompts for the benign prompts.
The real-world prompts came from the Spider-dev dataset
[2] and the BIRD-BENCH dataset [25]. We generated all
the malicious prompts via the framework outlined in section
III-A. We highlight the number of prompts in each dataset
in table I. The table contains the total number of questions
in each dataset. For the balanced dataset, it contains exactly
50% malicious and 50% benign prompts, while the imbalanced
dataset contains the same number of malicious prompts (2006)
and an overwhelming amount of benign prompts (12014) to
reflect a more real-life scenario where the majority of the
prompts are benign.

TABLE I
NUMBER OF TOTAL QUESTIONS IN EACH DATASET,

Prompts Balanced Prompts Imbalanced
Total Questions 4012 14020

We used the following models:

1) spaCy’s en core web lg [26] – We chose spaCy’s model
due to the ease of implementation and initial testing.

2) Sentence-BERT [27] – We chose Sentence-BERT since
it is one of the SOTA embedding models; we also ran it
locally, on GPUs.

3) OpenAI’s text-embedding-3-large model [28] – We chose
the OpenAI embedding model because it is one of the
SOTA models.

4) OpenAI’s GPT-5 model [29] – We chose to use GPT-5 as
a baseline for comparison. This represents a naive LLM
approach.



Fig. 2. F1 Score Evolution over Similarity Threshold based on the balanced
dataset. As the threshold for cosine similarity increases, an upwards trend
towards a high F1 score is seen for BERT and text-embedding models, peaking
at 0.3.

We wrote all experiments in Python. We used the following
formula for cosine similarity:

−→
A ·
−→
B

||
−→
A || · ||

−→
B ||

B. Results

1) Initial Experiment: Figure 2 shows the change in F1
score as the threshold for similarity is increased. The dataset
for this figure is the Generated Prompts dataset. This shows
that the best threshold for classifying regular and malicious
prompts is around 0.30 for both BERT and text-embedding
models. The model from spaCy was dropped quickly after
initial exploration, as it showed little to no difference between
malicious and benign prompts, leading to poor performance.
After this initial experiment to determine the best threshold
for classification, spaCy is no longer used in the following
experiments. In terms of execution time, each embedding-
based method performs their calculations and comparisons in
less than a second. We believe this is an acceptable response
time for most applications. With BERT at 0.01602s and last
being text-embedding at 0.3027s (Table II). The increased
response time for text-embedding is due to the natural latency
overhead of communicating with an API, while BERT ran
locally on a CUDA-enabled GPU.

TABLE II
AVERAGE RESPONSE TIME FOR EACH EMBEDDING MODEL

Model Average Time(s)
BERT 0.01602075980643808

Text-Embedding 0.30268895816232483

2) Determine Optimal Threshold: In order to determine if
the F1 score and precision can be increased further and to
show the maximum possible F1 score and precision for BERT
and text-embedding models, we took the average similarity of
both benign prompts and malicious prompts and divided them
to arrive at their midpoint. This is the optimal threshold to
separate legitimate and malicious prompts.

avg(legitimate) + avg(malicious)

2
= optimal

Fig. 3. F1 Score, Precision and Recall for text-embedding and BERT
models on the balanced dataset with a 0.3 threshold. The BERT model
has a significantly lower percentage in all metrics. This is expected due to
lower dimensionality of the embedding vectors produced by BERT vs text-
embedding. (700 vs 3000) Note the chart starts at 0.85. GPT-5 is presented
here as a baseline.

Fig. 4. F1 Score, Precision and Recall for text-embedding and BERT models
on the balanced dataset with optimal thresholds. We observe a significant
improvement in F1 Score and Precision and a slight drop in recall. This
demonstrates the potential room for improvement.

As shown in Table III, both BERT and text-embedding models
have their optimal threshold around the 0.35 and 0.31 mark
respectively.

TABLE III
OPTIMAL THRESHOLD FOR EACH MODEL

Model Opt. Threshold
BERT 0.34547376549864933

Text-Embedding 0.310986384081439

Figure 3 and 4 show that BERT have a larger room
for improvement compared to text-embedding. While text-
embedding’s improvements are minute compared to BERT,
given only a 0.15% increase in precision in the balanced
dataset, we observe the same threshold leads to a 0.78%
increase in precision in the imbalanced dataset. The fig-
ure highlights how just changing the threshold can lead to
significant increases in both metrics. While the details of
text-embedding’s models and hardware are not public, for
embedding models, they have far more parameters than BERT
and far more dimensions (700 vs. 3000) resulting in better
results. For the baseline naive LLM approach, the F1 score is



Fig. 5. F1 Score, Precision and Recall for text-embedding and BERT models
on the imbalanced dataset with a 0.3 threshold. The BERT model has a
significantly lower percentage in all metrics. Dropping down to 0.73 in terms
of precision. We attribute this to a larger dataset in general. GPT-5 is presented
here as a baseline.

significantly lower than either embedding-based approaches.
The high precision and low recall directly shows the model
has a high rate of false negatives, confirming the ability to
recognize prompts but not prompt injections.

3) Results on Imbalanced Prompts: We then performed the
same experiment on the imbalanced dataset for reliability. This
will show whether the threshold we obtained from balanced
prompts translates to improvements for imbalanced prompts.

As shown in Figure 5, both models perform at a lower
level. With text-embedding achieving consistently higher F1
and precision than BERT across both datasets. Even with
a more realistic malicious to benign prompt ratio, the same
threshold can be used without as much of a loss in F1 score.
The distinction in semantics between benign prompts and
malicious prompts is still significant, regardless of dataset size.
We examined the optimal threshold from the balanced dataset
once again to determine whether text-embedding or BERT will
have the same room for improvement even with an imbalanced
dataset. GPT-5’s performance is consistent across the datasets.

The results shown in Figure 6 illustrate that the optimal
threshold from the balanced dataset improves performance
across datasets. This suggests that fine-tuning thresholds is a
generalizable method to improve embedding model detection.

V. DISCUSSION

This study demonstrated that embedding models work
effectively and accurately as a detection technique against
Text2SQLi attacks on LLM interfaces. In particular, models
were able to differentiate between malicious prompts against
benign prompts. We generated all malicious prompts used
in the experiments using the prompt generation framework
highlighted in this paper. Although these prompts cover much
of the typical techniques and goals for SQL injection, the
generated prompts are not equivalent to curated prompts for a
specific target and domain made by a professional red team.

The persistent performance with both balanced and im-
balanced data shows that benign prompts differ significantly
in semantics compared to malicious prompts. There exists

Fig. 6. F1 Score, Precision and Recall for text-embedding and BERT
models on the imbalanced dataset with optimal thresholds determined from
the balanced dataset. We observe a significantly higher precision for BERT.
This shows that cosine similarity threshold is persistent regardless of dataset
composition.

common properties in semantics with benign prompts that is
not shared with malicious prompts. We observe that benign
prompts tend to ask questions about specific data inside the
database, for example, ”How many singers do we have?”. On
the other hand, malicious prompts tend to ask questions about
the properties of the database itself or attempt to influence the
database using queries, for example, ”What is the schema of
the table x?”. While this is not true for all cases, especially
when malicious prompts attempt to exfiltrate specific user
data from the database, for example, ”What is the password
for the user JohnSmith?”. In this case, the threat actor no
longer differ from the user in behavior and the model may
not be able to identify the malicious prompt. Note this is
different from, ”What is the username and password of all
users”, where the malicious prompt attempts to exfiltrate
whole columns/tables/databases. However, this is not to say
that ”What is the password” and ”What is the weather” are
semantically similar. It does mean that a better threshold or
an additional technique can be applied for these scenarios.

Supporting the initial hypothesis that malicious prompts
have a core goal in mind, paraphrased malicious prompts
have a similar cosine similarity score to generated malicious
prompts. Even when the prompt has a prefix and suffix that
pad out the prompt and adds additional instructions for the
LLM, its semantics do not change. This suggests that instead
of focusing on identifying prompt injection techniques that
add to the prompt, the focus should instead be on the core
meaning of the prompt and what the prompt is trying to do.

Building on these findings, it is possible to develop a
lightweight and efficient detection system for prompt injection
detection. By adjusting to the optimal threshold, we have a
non-trivial increase in precision for all text-embedding embed-
ding models. This suggests that fine-tuning the threshold for
particular applications and data domains results in significant
improvements. Due to the lightweight nature of embedding
models, our proposed technique can be applied to smaller,
less powerful devices found in IoTs or mobile devices. This
would allow for secure deployment of LLM-based interfaces



for databases across different platforms.

VI. FUTURE WORK

We recognize the limitations of using mostly synthetic
malicious prompts in our study. With more resources and time,
we would like to expand our dataset with hand-written prompts
created by professionals in the field to determine both the
effectiveness of the defense models and to evaluate and expand
on the synthetic prompt generation framework.

In addition, while we applied an overall similarity threshold,
specific thresholds for cases where malicious and benign
prompts are very similar in semantics can be fine-tuned in
order to avoid false negatives.

In addition, specific thresholds can be fine-tuned for cases
where the matching malicious prompt is considered too
generic or too specific.

Finally, we would like to expand the technique beyond
Text2SQL prompts and prompt injections. Instead focusing
on a wider domain and general prompt injections.

We plan to upload the synthetic prompt generation frame-
work, our dataset, and the code for our embedding-based
approach at https://github.com/admtlab/damit-sql

VII. CONCLUSION

We present a prompt generation framework for evaluat-
ing prompt injection defenses for LLM-based interfaces for
databases, as well as a lightweight, time- and cost-efficient
embedding model for detecting prompt injection against LLM
interfaces that can be added to almost any LLM-based inter-
face without any powerful hardware. The models showed high
precision using both balanced and imbalanced data and the
proposed approach is future-proof against prompt-engineering-
based injections. As LLM-based systems become more promi-
nent, lightweight detection approaches like the embedding
models based approach will allow for more secure deployment
across all sectors.
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